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Artnr DT4000G2DM/32GB

Kingston DataTraveler 4000 G2 Management
Ready - USB flash drive - encrypted - 32 GB -
USB 3.0 - FIPS 140-2 Level 3

Kingston's DataTraveler 4000 G2 offers high-end security and a tamper-evident seal for physical security to detect
and respond to attempts at access, use or modification of the cryptographic module. It safeguards 100 percent of even
sensitive data with 256-bit AES hardware-based encryption in XTS mode. For added peace of mind, the drive locks
down and reformats after ten failed intrusion attempts and functions in read-only access mode to avoid malware risks.
The drive is available with SafeConsole management, which allows IT professionals to centrally manage it to meet
compliance requirements and provide a higher level of internal support. Activation is easy and can be done manually
or with mass deployment tools. DT4000 G2's NAND and controller design allows for NAND to be interchanged without
requalification and certification, so customers can add it to their standards list with confidence. DT4000 G2 offers
impressive SuperSpeed USB 3.0 technology so users don't have to compromise speed for security. It's customizable
and available with serial numbering, custom Product Identifier (PID) and other options to meet most frequently
requested corporate IT requirements.

Specifikation

General

Product Type USB flash drive

Storage Capacity 32GB

Hardware Encryption Yes

Encryption Algorithm FIPS 140-2 Level 3, 256-bit AES-XTS
Compatibility Non-specific

Memory

Read Rate Up to 250 MB/s

Write Rate Up to 40 MB/s

Interface Type USB 3.0

Features Password protection, waterproof, Access Control Function




Miscellaneous
TAA Compliant Yes
Software / System Requirements

OS Required Microsoft Windows Vista SP2, Microsoft Windows 7 SP1, Windows 8,
Windows 8.1, Apple MacOS X 10.9.x - 10.11.x

Manufacturer Warranty
Service & Support Limited warranty - 5 years

Dimensions & Weight

Width 22 mm
Depth 12.05 mm
Height 77.9 mm

Environmental Parameters
Min Operating Temperature 0°C
Max Operating Temperature 60 °C




