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Cisco Aironet 1242AG - Radio access point -
Wi-Fi

Cisco Aironet 1240AG Series IEEE 802.11a/b/g access points deliver the versatility, high capacity, security, and
enterprise-class features demanded by WLAN customers. It is designed specifically for challenging RF environments
like factories, warehouses, and large retail establishments that require the antenna versatility associated with
connectorized antennas, a rugged metal enclosure, and a broad operating temperature range. The Cisco Aironet
1240AG Series provides local as well as inline power, including support for IEEE 802.3af Power over Ethernet (PoE).
The Cisco Aironet 1240AG Series is a component of the Cisco Unified Wireless Network, a comprehensive solution
that delivers an integrated, end-to-end wired and wireless network. Using the radio and network management features
of the Cisco Unified Wireless Network for simplified deployment, the Cisco Aironet 1240AG Series extends the
security, scalability, reliability, ease of deployment, and manageability available in wired networks to the wireless
LAN. The Cisco Aironet 1240AG Series offers link role flexibility providing both access point and bridge function on
the same platform. Link role flexibility allows the radios to be individually configured as an access point, repeater,

root bridge, non-root bridge, or workgroup bridge, enabling a broad array of applications. The Cisco Aironet 1240AG
Series is available as an autonomous access point or available supporting the Lightweight Access Point Protocol
(LWAPP). When configured with LWAPP, the Cisco Aironet 1240AG Series can automatically detect the best-
available Cisco wireless LAN controller and download appropriate policies and configuration information with no
hands-on intervention. With simultaneous support of 802.11a and 802.11g standards, the Cisco Aironet 1240AG
Series delivers up to a 108-Mbps data rate in the 5-GHz and 2.4-GHz bands. The series currently supports 12
non-overlapping channels (FCC; other regulatory domains support different numbers of 802.11a channels) with
potentially up to 23 channels via a future firmware release depending on FCC rules. Other regulatory domains

may support a different number of channels, simplifying deployments for high-capacity wireless networks. For
investment protection, the Cisco Aironet 1240AG Series fully supports the capabilities of today's dual-band WLAN
clients while providing backward compatibility with legacy 802.11b clients. The Cisco Aironet 1240AG Series adheres
to the most stringent security standards in the industry. The 1240AG Series is on the FIPS 140-2 Pre-Validation

List. FIPS 140-2 is administered by the National Institute of Standards and Technology (NIST), which dictates

and validates the level of security for Federal agencies that use cryptographic-based security systems to protect
sensitive electronic information. In addition it meets the Common Criteria standards. The Cisco Aironet 1240AG
Series is part of the award-winning Cisco Wireless Security Suite, which supports 802.11i, Wi-Fi Protected Access 2
(WPA2), WPA, and numerous Extensible Authentication Protocol (EAP) types. WPA and WPAZ2 are the Wi-Fi Alliance
certifications for interoperable, standards-based WLAN security. These certifications support IEEE 802.1X for user-
based authentication, Temporal Key Integrity Protocol (TKIP) for WPA encryption, and Advanced Encryption Standard
(AES) for WPA2 encryption. These certifications help to ensure interoperability between Wi-Fi-certified WLAN devices
from different manufacturers. The Cisco Aironet 1240AG Series hardware-accelerated AES encryption supports
enterprise-class, government-grade secure encryption over the WLAN without compromising performance. IEEE
802.1X authentication helps to ensure that only authorized users are allowed on the network. Backward compatibility
and support for WPA client devices running TKIP, the RC4 encryption algorithm is also supported by the Cisco Aironet
1240AG Series.




Specifikation

General

Status

Device Type

Width

Depth

Height

Weight

Processor / Memory / Storage
Flash Memory

Networking

Form Factor

Connectivity Technology
Data Transfer Rate

Line Coding Format

Data Link Protocol

Remote Management Protocol
Max Range Indoors

Max Range Open Space
Status Indicators

Features

Encryption Algorithm

Authentication Method

Compliant Standards

Expansion / Connectivity
Interfaces
Miscellaneous

Compliant Standards

Power

Power Over Ethernet (POE) Supported

Power Device

Voltage Required

R4

Radio access point
16.8 cm

21.6cm

2.8cm

0.9 kg

16 MB

External

Wireless

54 Mbps

CCK, OFDM

IEEE 802.11b, IEEE 802.11a, IEEE 802.11g
SNMP, Telnet, HTTPS

140 m

290 m

Active, error, status

Auto-sensing per device, BOOTP support, Intrusion Detection System
(IDS), Intrusion Prevention System (IPS)

LEAP, AES, 128-bit WEP, 40-bit WEP, TLS, PEAP, TTLS, TKIP, WPA,
WPA2

Secure Shell (SSH), MS-CHAP, Extensible Authentication Protocol
(EAP)

IEEE 802.11b, IEEE 802.114a, IEEE 802.3af, IEEE 802.119, IEEE
802.1x, IEEE 802.11i, Wi-Fi CERTIFIED

2 x aerial 1 x 100Base-TX (PoE) - RJ-45

VCCI, ICES-003, FCC Part 15.247, RSS-210, UL 2043, UL 60950-1,
EN 60950-1, EN 300 328, EN 301 489-1, EN 301 489-17

PoE
External power adapter
AC 120/230 V (50/60 Hz)




Power Consumption Operational
Environmental Parameters

Min Operating Temperature

Max Operating Temperature

Humidity Range Operating

13 Watt

-20 °C
55°C
10 - 90%




